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Failures and outages In data centers Is a serious

Most organizations experienced Costs of failure/outage growth
failure/outage in recent years (proportion of over $100K loss cases increage

Under $100,000 [ $100,000 - $1 million Il Over $1 million

45% 39% 29%
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40%
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1) Annual outages analysis 2023: Tdauses and impacts of IT and data cemtgages in USAUptime Institute. URL
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Tackle the problem: online prediction of anomaly

Collect time series Build and learn Apply the model
on workload the model(s) and treat findings
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Unsupervised parallel aIgori&HDr&p learning mod

Anomaly detection model: : Prediction model:
DiSSiD> : SANNI®)
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Anomaly discovery algorithms:' Pattern discaovery algorithms
PALMAD 1) PADDi? | PaSTiLa
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D Zymbler M., Kraeva Y. Higkperformance time series anomaly discovery on graphics processors. Mathematics. 203 193120I1: 10.3390/math11143193

2 Kraeva Y., Zymbler M. Anomaly detection in long time series on-pigitiormance cluster with GPUsum. Meth.& Progr 2023. 24(3, 291:304. DOt 10.26089/NumMet.v24r320

3) Zymbler M., Goglachev A. Fast summarization of long time series with graphics praddssioematics. 2022. 10(1@781 DOI: 10.3390/math10101781

4) Zymbler M., Goglachev A. PaSTilLa: Scalalgarallel algorithm for unsupervised labeling of long time series. RI4.45(3), 13331347 DOI: 10.1134/S19950802246007.66

5 KraevaYa. Detectionof time series anomalies based on data mining and neural network techn@olitis. of SUSU, CMSE2023.12(3). 56071. DOI: 10.14529/cmse230304

6) Zymbler M., Yurtin A. Imputatiorof missing values of a timgeries basedn joint application of analytical algorithms and nemetivorks Num. Meth. &Progr 2023.24(3), 243-259. DOI:10.26089/NumMet.v24r318
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Unsupervised parallel algorithiarshoaly discovery

“Anomaly detection model) - & Prediction mo’del:
“DiSSID? 24 g IS TS ANNIS)

! Anomaly dlscovery algorlthms
A\ PALMAD 1) PADDI?
,."A*C, ._. & e — e

We formalize a time series anomaly asistcordand discover discords in parallel:
A PALMAD Y discovers discords on a GPU
A PADDI? discoverdiscords on a mulGPU cluster

1) Zymbler M., Kraeva Y. High-performance time series anomaly discovery on graphics processors. Mathematics. 2023. 1)1(@#93 DOI: 10.3390/math11143193
2) Kraeva Y., Zymbler M. Anomaly detection in long time series on higiperformance cluster with GPUs.Num. Meth. & Progr. 2023. 24(3, 291-304. DOI: 10.26089/NumMet.v24r320
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Discordormalizeganomalpf any domain

* DiscordV is the given-length subsequence whose distance
to 1ts nearest neighbor 1s greatest

A Nearest neighbois the samdength subsequenceehose distance
to thegiven subsequence ssmallest

D Keogh E. ef al. HOT SAX: Efficiently finding the most unusual time series subsequence. ICDM 2005. pp. 226-233. DOI: 10.1109/ICDM.2005.79
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Selma Patty Barney Quasimodc

Discord concept

Distance matrix:
the close neighbors,
the similar they are
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Marge Bart Selma Patty  Barney Quasimodc

Discord concept
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Discord concept

Distance matrix
with

distances to their
nearest neighbors

(l.e.columnwise minima)

Patty

Barney Quasimodc
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Marge Bart Selma Patty  Barney Quasimodc

Discord concept
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Patty Barney Quasimodo

Discord concept

T ¢ Y
IS an object 0 ¢ p
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PALMAD arftADDgrab anomalies in real time se
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1) ChenX, CﬁenY, He Z Urbantraffic seeedjatasebf GuangzhouChina 2018. DOI:10.5281/zen0do0.1205229 B i
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PALMAD artADDoutperform S.O.T.A. analog

Average runtime per discord on a single GPU
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DThuyT.T.H. et al. A new discord definition and an efficient time series discord detection method using GPUs. ICSED 20270pp®310.1145/3507473.3507483
2) Zhu B. et al. A GPUacceleration framework for motif and discord based pattern miliidz TPDS. 2021. 32(8)1987%2004. DOI:10.1109/TPDS.2021.3055765

PADDI Is the only algorithm
for discord discovery
on HPC clusters
with multi -GPU nodes

501
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Unsupervised parallel algorithmetteon discovery

' “Anomaly detection model :
A “DiSSIDY; 7

We formalize a time series pattern ashgpetand discover snippets in parallel:
A PSP discovers snippets on a GPU
A PaSTiLa* discoverssnippets on a mulGPU cluster

3) Zymbler M., Goglachev A. Fast summarization of long time series with graphics processitathematics. 2022. 10(10)1781 DOI: 10.3390/math10101781
4) Zymbler M., Goglachev A. PaSTiLa: Scalablgarallel algorithm for unsupervised labeling of long time series. LIM2024.45(3), 13331347 DOI: 10.1134/S1995080224600766
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Similarity measure for time series
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Euclidean distance iIs for the structural simile

Euclidean distance

Complexity: f
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Structural similarity
compares time serie
pointby-point
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MPdist distance Is for the behavioral similar

‘E "E"HiV distance

Complexity: F
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Behavioral similarity

IS proportional
to the number
of subsequences
that are close
w.r.t. the Euclidean
distance (no matter
their locations)

D Gharghabi Set al. An ultrafast time series distance measure to allow data mining in more complevoréchdeploymentsDMKD. 2020.(34). pp. 11041135 DOI: 10.1007/s1061820-006958
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Distance profile of the potential behavioral pa

Distances to all the subsequences w.r.t. MPdist
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Distance profile of the potential behavioral pa

Distances to all the subsequences w.r.t. MPdist
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Snippets formalize behavioral pattenmg domain

- -
ans®ly

Snippetsare segments
for which the area
underthe MPdist curve
IS minimal

Proportion of activities
W.r.t. snippets
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Time series labeling w.r.t. snippets
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PSF and PaSTiLa grab behavioral patterns in real t
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PSF and PaSTiLa outperform S.O.T.A. anal

Accuracy over pre-labeled datg Accuracy over unlabeled data
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Our approach imore accuraten determining thelay-nightcycles

D Ermshaud\. et al. ClaSP Parametefree time seriesegmentation. Datslin. Knowl. Discov. 37, 12621300 (2023). DOI10.1007/S1061823-00923X

2 TruongC. et al. Selective review of offline change point detection methods. Signal Process 167, 107299 (2020). IDD&/J.SIGPR0O.2019.107299

3) Gharghabi Set al Domainagnostic online semantic segmentation for mdiltiensional timeseries. Data Min. KnowDiscov. 33, 96130 (2019)DOI: 10.1007/S1061-818058933
4) RakshithaG. et al.Solar Power Dataset (4 Seconds Observations). DiD5281/zenodo.4656027
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Behavioral patterns are the key to online proce
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*
0

. Preprocessing

Take a representative fragm lp Discover f;> Build a training set(s) |:
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. Online processing

(. . : D .
Determine a behavioral pattefn Deep learning model
to whichthe subsequence f1> for anomaly detectian
that _Came fro_m _a Sensor, How much does theubsequence
\ IS most similar / differ from all the patterns?

.
------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Deep learning model
for load prediction

Accordingto all the patterns, :
what should be the next subsequéhcl
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Deep learning modebidine anomaly detection

DISSID learns to differ subsequences of typical behavior from abnormal ones

A snippets represent typical behavior
A discords represent abnormal behavior

5 Kraeva Ya. Detectionof time series anomalies based on data mining and neural network technologiBslletin of SUSU, CMSE.2023.12(3). 5071. DOI: 10.14529/cmse230304
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DISSID differs normal data from the opposite
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DISSIDDiscord, Snippet, and Siamedmabked Detector of anom
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Deep learning modebfine prediction
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‘Anomaly detection model
‘DISSIDP) 7 2@
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SANNI learnsto predict future subsequences based on past ones,
classifiedby typical behavior using previoustiyscovered snippets

D Zymbler M., Kraeva Y. Higiperformance time series anomaly discovery on graphics processors. Mathematics. 20319314

2) Kraeva Y., Zymbler M. Anomaly detection in long time series on-pigitiormance cluster with GPUSum. Meth.& Progr. 2023. 24(3, 291-304.

8) Zymbler M., Goglachev A. Fast summarization of long time series with graphics praddssioematics. 2022. 10(1Q)781. .

4 Zymbler M., Goglachev A. PaSTiLa: Scalalgarallel algorithm for unsupervised labeling of long time series. 20¥4.45(3), 13331347.

%) KraevaYa. Detectionof time series anomalies based on data mining and neural network techn@&oliggis of SUSU, CMSE2023.12(3). 5071.

6 Zymbler M., Yurtin A. Imputation of missing values of a timeseries basedn joint application of analytical algorithms and neural networks. Num. Meth. & Progr. 2023.24(3), 243-259. DOI: 10.26089/NumMet.v24r318
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Casestudy

sNREL

HATIC}N.&.L REMNEWAEBLE EMERGY LABDRATORY

Whole Building
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Total Heating (kW)
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i iNREL_ case: Behavioral pattern discovery

MNATIOMAL RENEWABLE EMERGY LABDRATORY
GOLDEN, COLORADO, USA
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LiNREL

MNATICMNAL REMEWAEBLE ENERGY LABDRATORY

L cas@d&nomaly detection
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:-iNREL| cas¢oad prediction

MNATIOMAL RENEWABLE EMERGY LABDRATORY
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