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Today, fingerprint identification is the most common method of biometric identification. Existing
fingerprint identification models have some defects that reduce the speed and quality of identifica-
tion. So most of the models do not take into account the topological characteristics of images,
for example, the classical method of measuring the ridge count value may produce incorrect results
in areas of significant curvature of the ridge lines. This paper presents a new mathematical model
for fingerprint identification, taking into account their topological characteristics. Identification is
performed on the basis of templates. The templates contain a list of minutiae detected on the image
and a list of ridge lines. For the ridge lines and minutiae, sets of topological vectors are constructed.
The result of building topological vectors does not depend on the location of minutiae and takes into
account their possible mutations, which increases the stability of the proposed mathematical model.
Additionally, the stability of the model is ensured by combining the base topological vectors con-
structed for all minutiae and ridge lines into an expanded topological vector. This view allows you to
significantly reduce the size of the template and optimize the use of memory. To compare the finger-
prints the Delaunay triangulation is used based on the list of constructed topological vectors.
112 possible classes for topological vectors are defined. This approach allows you to increase
the speed of identification up to 10 times while maintaining its accuracy. The proposed classification
is resistant to rotation and displacement of images.
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Introduction

Fingerprint images (FI) themselves are not used to identify fingerprints, but templates created on
the basis of them using mathematical functions. The bases for the formation of the pattern are minutiae
in the form of points of the beginning and ending, merging and bifurcation of the ridge lines [1-3]. They

can be detected on the grayscale image, although in
the process of creating a pattern, they are more often de-
tected along the skeleton of the ridge lines [4-7] (Fig. 1).
For the reliability of the mathematical model of Fl, it
must contain the necessary and sufficient number of fea-
tures [5]. Minutiae, ridge count between them, and also
ridge lines in some cases are considered the main in-
formative features [5, 6]. However, most of the models
used to prove the uniqueness of the biometric pattern and
identification do not contain this in majority [5, 8].
Existing models are focused on improving the accu-
racy and speed of identification; however, due to the fact
that they do not contain sufficiently complete topological
information about the image, they all have some draw-
backs [9, 10]. For example, the classic method of measur-
ing ridge counting along a straight line can lead to errors
in the region of deltas, loops and whorls due to the large

Fig. 1. Skeleton and minutiae
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curvature of the lines in these sections [5]. Thus, the task of forming a FI template, taking into account
the topological characteristics of the imprint, remains relevant. The article proposes a new model of rep-
resentation of the FI pattern, using topological vectors of the ridge lines and calculations based on De-
launay triangulation.

The paper is organized as follows. In the introduction, the basic concepts of the subject area are gi-
ven, relevance is determined, goals and objectives of the research are set. Section 1 provides an over-
view of the existing research papers. Section 2 describes the proposed methodology. In the conclusion
the results are summarized, the directions of further research are determined.

1. Preliminaries

Delaunay triangulation and VVoronoi diagrams are widely used in various fields of science, including
the field of biometric identification. Compared to earlier work on the use of computational geometry to
improve the results of recognition of biometric information [1, 2], the number of attempts to use the to-
pological and geometric characteristics in the identification process has increased significantly [11].

There have been works on the use of Voronoi diagrams for recognition in biometric systems and
the implementation of different approaches to comparing FI [2, 10, 12]. Matching fingerprints based on
minutiae is used most often. To do this, a set of minutiae is extracted from the fingerprint image and
saved as a set of points on the plane [2, 3, 11]. During correlation matching, the images are directly su-
perimposed on each other, aligned and scaled. For each variant of mutual alignment, the correlation va-
lue is calculated [13]. Other methods for matching FI (according to the characteristics of ridge lines
based on maps and dictionaries of ridge lines and their geometry [14, 15]) are used much less frequently
due to the high complexity of implementation [3]. There have been attempts to apply Voronoi diagrams
for other areas of biometrics. For example, to recognize facial features in [12]

Voronoi diagrams can be used to reduce the noise level [14]. The Delaunay triangulation constructed
on the basis of a set of minutiae was proposed to be used as a comparative index when comparing fin-
gerprints [1]. To do this, there must be at least one matching pair of triangles for two prints. However,
due to the poor quality of images of prints or the low efficiency of algorithms for extracting signs, this
condition is not satisfied, and a matching pair is not always detected [16, 17]. This is confirmed by other
work, proving that even a small local deformation can lead to significant distortions of the pattern [7].

There were also attempts to use not only two-dimensional (2D) Delaunay triangulation, but also
three-dimensional (3D) Delaunay tetrahedron [18]. However these structures are more sensitive to
the missing and spurious minutiae, and have a negative impact on the effectiveness of the identification.

It is also possible to use triangulation in hierarchical mode and in combination with other approach-
es to describing minutiae, for example, in conjunction with constructing a local neighborhood for each
minutia by the MCC method [19] or computing of common barycenter for all triangles [20].

The research presented in this paper takes advantage of additional information, which is ignored by
fingerprint matching algorithms. It is based on ridge line representation as a clever utilization of Delau-
nay triangulation [21] and topological vectors [22], which results in increased speed and high recogni-
tion capability of the system. The method was fully integrated in a commercial software system [22].

2. Proposed Methodology

The representation of a pattern as a set of FI features may vary in implementations of different de-
velopers. In some templates, there is a limit on the number of stored minutiae [5]. Some features of tem-
plates are irrelevant, but it is possible to indicate their common property: the templates have features,
being some metrics for minutiae points. These metrics are ridge counts between minutiae and topologi-
cal vector for minutiae [5, 22].

In this paper, an image template is constructed in the form of

r:R™ (L, 4, L), @
where Fo(m) =‘f0(m)(x, y)‘ —image skeleton (Fig. 1); L,, — minutiae list; L, — list of topological vectors
for lines; L, — list of accelerator vectors for lines. Let’s introduce some definitions.

Definition 1. The skeleton of FI is a graph <u,v> with nodes u and v. The nodes u and v are lo-
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cated near the geometric center of the line. For each node p; e(u,v> there are two nodes p, and p; that

are not adjacent to each other.
Definition 2. The skeleton node p,, for which there is only one adjacent node p,, is called the ending.
Definition 3. If for a skeleton node p; there are three adjacent nodes p,, ps and p, such that any two
nodes from the multitude {pz, Ps, p4} are pairwise non-adjacent, then the node p; is called bifurcation.

Minutiae as the nodes of the skeleton represent the nodes of the graph, and based on which the topo-
logical characteristics of the FI are determined and a list of accelerator vectors is compiled. All these
vectors do not characterize a separate minutia, but the general properties of the ridge lines. Although the L,
and L, lists store different characteristics of the FI, in general they are very similar, since they are de-
scriptions of all lines of the pattern. This property allows you to keep the small size of templates for
guick matching.

2.1. Minutiae List

The list of minutiae for the subsequent recognition and matching of fingerprints is formed as fol-
lows. Let M; be the minutia with number i. Then the list of all FI minutiae can be written as

L, ={'V|i ={(%.¥i): 0. b, vi, 65, hi}|iel..n1}, )
where (xi Vi ) o, &, v;, 6;, p;, by — coordinates, direction and type of minutiae, as well as value and di-

rection of curvature, probability and density of lines about minutiae; | L, |=n, — cardinal number. For
reliability of identification, only minutiae from informative areas are taken into account for the template.
On Fig. 1 the informative area is highlighted in gray, the skeleton of the image is shown in black.

Coordinates (xi,yi) of minutiae M; are determined by the location of minutia [5, 6]. Direction o
as an angle is determined based on a simple chain of skeleton vertices for the ending and three simple
chains for bifurcation [6]. Type t; €{0;1} where 0 is bifurcation and 1 is the ending, is determined by
the vertex valence of the graph representing the image skeleton [22]. Coordinates ;, direction a; and
type t; are the basic parameters M; [23].

The value v; and the direction of curvature 6; of the ridge lines are determined within a certain
neighborhood of minutia M; [4-6]. The probability p; is equal to the ratio of the average value of
the image quality rating in the neighborhood ¢ to the best quality rating in the informative area of FlI
[23]. The density of the lines h; is calculated as the average number of lines located in the neighborhood
of ¢ that the perpendicular crosses to the ridge lines [5, 22]. Typically, a neighborhood € corresponds to
3-5 periods of lines.

2.2. Topological Vectors List

Consider the procedure for building a list of topological vectors for the ridge lines. The list of topo-
logical vectors for the lines L is constructed on

the basis of the list of the minutiae L, the F,(™

matrix representing the FI skeleton, and other auxi-
liary matrices that store information about other
signs of the FI. Matrices are combined into a pyra-
mid, shown in Fig. 2, and represent the infor-
mation levels, distributed according to their hierar-
chical structure [4, 5].

The list of topological vectors for the ridge
lines of FI is formed from all the skeleton nodes
excluding the minutiae and is written as

L :{vi ={(ejny. 1)} li Lo, jel..mt}, 3)
where V; —topological vector for skeleton nodes

cluster; |L|=n, — cardinal number and n, >n;

Fig. 2. Layers of the pyramid in the form
i —index of topological vector; j —number of link of a hierarchical structure
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in topological vector; e;

m, — quantity of links in the intersection with central line, equal to

m, =4m+2. 4)

All lists of FI characteristics are based on a similar principle. In the informative area of FI, ridge
lines are highlighted and a skeleton is formed. On the skeleton, two types of minutiae are detected:
the bifurcations and the endings (Fig. 1) so that the direction of each minutia indicates the area where
the number of lines increases [9]. The direction vector of the minutia is parallel to the tangent to
the ridge line in some neighborhood of the minutia M;. Each minutia is characterized not only by
the number, coordinates and direction, but also by the type, value, direction and density (2) of lines in
the neighborhood and other parameters.

Then, for each minutia, perpendiculars to the direction vector to adjacent lines are constructed and
points of projections are fixed. In Fig. 3 perpendiculars are shown by a dotted line, and projections are
shown with a filled circle.

— event, and Ij — length of link, formed with minutiae with number nj;

1 A
1 A
v—<—§u
v
2

Fig. 3. Projections for ending and bifurcation

The skeleton node p; is selected (but not the minutia), and the section through this node is con-
structed to the right and left to a depth of m lines perpendicular to the tangents to the intersected lines.
The obtained points of intersection are called “links” and are numbered, for example, in a spiral, starting
from the point p;, in the clockwise direction [22]. The depth of the intersection m can vary from one to
eight lines and is the same on the left and on the right. One line forms two links in the intersection.
The total number of links is calculated by the formula (4)

The topological vector is formed on the basis of the constructed intersection. For this purpose, all
the links, starting from the section and before the meeting with another minutia or its projection on
the link, are consistently viewed along the lines. In this case, the following events may be detected
(Fig. 4). They are represented in binary code.

: 1 P Ik er Hﬁ

1101 1001 1110 1010 0101 0001 0110

1 Vaa 10

0010 0011 0111 1011 1111 1100  opooo
Fig. 4. Events

With the event as a number (there are 14 of them) detected on the link, the number of the minutia
that initiates this event is associated. The event is tied to the link number. For events 0000 and 1100,
there are no numbers of minutiae, because the line either ends in an uninformative area, or it closes and
there is neither a minutia nor a projection on the line. The event and the number of the minutia form an

ordered pair (ej,n;) which is a topological vector corresponding to the link with number j. Then
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the information about the event is supplemented with the va-

lue of the link length from the section to the point at which (} 16 : ! -

this event is detected. ! -—
To construct an extended topological vector, use an or- 12 113 w20

dered triplet (e;, n;, Ij ) from the event, the number of the mi- 4 : "

nute initiating the event, and the length of the link. The lengths }'1 i : ’ e23

of links, broken on FI edge, are stable in the meaning that they 5 |

are not shortened in case of fool rolling of the finger. hd 1 : : v
By the location of the bits in the event, you can deter- ool

mine the type of minutia, its direction and location relative to A A—. | N

the course of link. Events allow on-the-fly compare the basic 22 . J <

topological vectors and speed up the identification procedure. 716 24—

Topological vectors are built for all nodes of the skeleton
p; (but not for the minutiae). In this case, the ridge lines of

hd
M

B
FI are divided into links numbered in a spiral in a clockwise _~ ' -
direction. Fig. 5 shows the section for the skeleton node A, 4
which ends with ending 19. The resulting cross-section links |
are numbered 0-17. The result of constructing a topological Fig. 5. Section for line with ending
vector for node A is shown in Table 1.

Table 1
Topological vector for A and B
No. | Event | Index | Size No. | Event | Index | Size
0 1110 22 0] 0 1110 22 10
1 1111 19 11 1 1011 19 11
2 1110 19 12 2 0111 19 12
3 1111 22 13 3 1111 22 13
4 0001 21 14 4 0001 21 14
5 1101 19 15 5 0101 19 15
6 1010 24 16 6 0110 19 16
7 0010 25 17 7 0010 25 17
8 0011 21 18 8 0011 21 18
9 1111 23 19 9 1111 23 19
10 1010 26 110 10 1010 26 110
11 0011 25 111 11 0011 25 111
12 0010 21 112 12 0010 21 112
13 1010 20 113 13 1010 20 113
14 1111 27 114 14 1111 27 114
15 0001 25 115 15 0001 25 115
16 0000 - - 16 0000 - -
17 1001 20 117 17 1001 20 117

In the section for the skeleton node B, which ends with bifurcation 19, and the links are enumerated
as 0-17. For node B the topological vector is also presented in table 1. The section is shown by a dotted
line. Also Fig. 6 shows the mutation [22] of the ending 19 to bifurcation 19. One of the variants of
the occurrence of such a mutation is the noise of the image of the print. Essentially, the nodes A and B
are the same.

The choice of the point from which the numbering of links in the section begins for the nodes A and
B (the link with the number 0) does not play a special role, since the cases of mirroring of the numbering
are easily recognized and taken into account directly by identification. Matching of the constructed sec-
tions is performed by analogy with the game “Puzzle” by connecting the corresponding connectors. For
a section with depth m = 4, m; = 18 links are formed according to formula (4).
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The number of topological vectors for FI can be estima- ¢ 16117
ted. On Fig. 5, the two-forked dotted arrow indicates the zone 7 =
between the minutiae 19 and 25, within which the displace- b o
ment of point A along the line of the skeleton does not affect - 12,13 e
the synthesized vector. The similar zone between the minutiae :
19 and 20 for point B is shown in Fig. 6. If the basic topologi- ~ ~~g2! 819 Lo
cal vectors coincide, then they are combined into one, in 1 i u
which the minimum bond length is maximum. So, the total v 4.5 v
number of topological vectors decreases tenfold from 01 "
n, <1000 to n; <1000 according to (3). Deformation of ry 5 __r_,.,l {19
the image does not significantly affect the basic vector [22]. 22 o 312 >"7
The proposed methodology has series of advantages. o ] | 24—
Firstly, at the events calculation the projection of minutiae is L ’ . : Y v
used, that result in prevention of the information loss. Second- as 11 110 26 e—
ly, the links enumerating is turning along the gyrate without — : ~
links omission. Thirdly, at integration it is possible to choose i 15 : 14 27
topological vector with maximum value of minimal length of P —— .
link [22]. This raises stability and comprehension of the ma- '
thematical model. Fig. 6. Section for line with bifurcation

2.3. Delaunay triangulation

After forming the list of topological vectors for their matching, it is possible to construct the Delau-
nay triangulation, which is built on the basis of the minutiae list L, by the formula (2). For the skeleton
node A (see Fig. 5), one of the constructed triangles is shown in Fig. 7. The vertices of this triangle are
minutia {U; |U; eLy,, 1€1.3} and {U;}={M;|M; eL,, j€{22,21,19}} respectively. By definition,

the circle described around any triangle from

® the triangle clockwise, comparing the lengths of its
sides S, > s3, S3 > S, and form three bits y1, v2, Vs,

where y{0;1} that define the comparison results.

The following states are possible: 110, 011, 101, 100, 010, 001 and 000, with the latter corresponding to
an equilateral triangle.

Based on the events in the topological vector constructed for node A, it can be seen that the di-
rection of the minutia 22 is opposite to the direction of communication. Therefore, the value of the bit is
Y4 = 1. Going around the vertices of the triangle clockwise, we get ys = 0 (the direction of the minutia
coincides with the direction of the connection) and yg = 1. For a random distribution of minutiae, eight
states are possible for the values of yy, ys, Ye.

Node A is on the line starting from minutia 19. If the direction of the node coincides with the direc-
tion of the axis of ordinates for the topological vector, then bit y; = 1, otherwise y; = 0.

¢ 16 i1/ the constructed triangulation does not contain other
? i e points from L,
12 13 =0 To select an initial point for triangulation, let
| node A be inside the circle described around
Tyt 5.9 .23 the marked triangle. Then the topological vector
x —/F e for the node A section divides the FI into two are-
/ ~4 .5 as. The ordinate axis will be directed to the area
N U AT with a large number of vertices of the marked tri-
- [ 53—y = angle, the abscissa axis coincides with the section.
22 e I Then the starting point of the triangulation Us has
716 24 #— a positive ordinate and the minimum abscissa va-
| 5 e lue. In Fig. 7 minutia number 22 corresponds to
}25 e the starting point of Us.
15 114 27 Starting with Us, go round all the vortexes of
i
i

Fig. 7. Delaunay triangulation for node A
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Calculated bits C ={y, |kel..7} assume 112 possible states (7x8x8). These bits are not correlating.

There density of distribution is inhomogeneous. The formed 112 descriptors allow for the preliminary
classification of topological vectors and sets of minutiae. This classification is resistant to rotations and
displacements of images. For the cardinal number of vectors n, (3), the list of accelerator vectors can be
written as

Ly ={Ci ={vk [kel.7}|iel.n,}. (5)

Conclusion

The paper presents a mathematical model for the FI identification using topological vectors for
the ridge lines. The constructed topological vectors are combined into a connected graph with a high
level of redundancy. This allows to link subgraphs of different informative areas of fingerprints. The list
of topological vectors for the ridge lines L, according (3) can be represented in a short version (without
lengths of links). Possible mutations of the minutiae do not violate the numbering of links and the order
of consideration of the minutiae (table 1). The base topological vectors can be combined into one ex-
tended topological vector with maximum length of the minimum link. This increases the stability of
the proposed model.

Delaunay triangulation ensuring the reliability of the proposed model and increase the identification
rate about ten times. For testing, we used fingerprints obtained from an optical sensor from FVVC2000 DB3,
FVC2002 DB1, FVC2004 DB1, FvC2006 DB2.

The main characteristics of FI are presented in the form of lists complement each other. The list of
topological vectors can be stored in shorted form (without the link lengths). This allows to optimize
the amount of memory and reduce the size of the template.
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NMPUMEHEHUE TPUAHTYNAUUUN OENOHE ANA ®OPMUPOBAHUA
LUABJTOHA OAKTUITOCKOMNMUYECKOIO U3SOBPAXEHUA

B.1O. M'ydkoe*, [.H. Nlenuxoea®, M.J1. aepunoea®, M.J1. ibim6nep"

! FOxHO-Ypanbckuti 2ocydapcmeeHHbIl yHusepcumem, 2. YensbuHck, Poccus,
2000 «CoHda MPO», 2. Muacc, Poccus,
® YHueepcumem Kanezapu, 2. Kanzapu, KaHada

Ha cerogHamuuil 1eHh WACHTU(PHUKALNSA IO OTIIEYAaTKaM MAaIbIEB — HAN0OJIee pacpoCTpaHeH-
HBIA MeTOz OnoMeTpryeckol uaeHTuuKay. CyIecTBYONIIe MOJICTH UACHTH(PHUKAIINN OTIIeYaT-
KOB TaJIbIICB HMEIOT PsiJi HEJOCTATKOB, BIHMSIONINX Ha CKOPOCTh U Ka4eCTBO MACHTH(UKanuu. Tak
OONBIIMHCTBO MOJIENIEH HE YYUTHIBAIOT TOMOJOTHYECKHE XapaKTEPUCTUKH U300paKESHHMIA, B 9aCTHO-

40 Bulletin of the South Ural State University. Ser. Computer Technologies, Automatic Control, Radio Electronics.
2019, vol. 19, no. 3, pp. 33-41


https://ieeexplore.ieee.org/xpl/tocresult.jsp?isnumber=7490329
http://dx.doi.org/10.3745/JIPS.02.0084
https://doi.org/10.1109/AICCSA.2017.33

Fydkoe B.KO., Jlenuxoea .H., lMpumeHeHue mpuaHaynsiyuu enoHe Onsi hopmupoeaHusi
laepunoea M.J1., Ubim6nep M.J1. wabsoHa 0aKMusI0OCKONUYeCKO20 U306paxkeHusi

CTH, KITACCHIECKUI METO M3MEpPEHHsI IPEOHEBOTO CUETa MOKET BBIJABATh HEIPABIIIBHBIC 3HAYCHHS
B 0071aCTSIX 3HAUNTEIbHONW KPUBHU3HBI IPEOHEBBIX THMHMI. B cTaThe mpeacTaBieHa HOBas MaTeMaTH-
yeckasi MOZEb Ul HACHTH(UKAINY H300pakeHUI OTHEYaTKOB MAJbLEB C YUETOM HX TOIIOJIOTHYE-
CKMX XapaKTepUCTHK. MaeHTH(]HKanusa B paMKax NPEAsIOKEHHON MOJIENN BBIIONHSAETCS Ha Oase
mabmoHOB. [11abI0HBI comepkKaT CIUCOK BCEX KOHTPOJIBHBIX TOYEK, JIETEKTHPOBAHHBIX Ha M300pa-
KEHUH JINOO Ha €r0 CKEJETe, M CIIMCOK IPeOHEBBIX MUHMH. [ rpeOHEeBBIX IMHUI U KOHTPOJIBHBIX
TOYEK CTPOATCS HAOOPHI TOMOJOTHYECKUX BEKTOPOB. Pe3ynbraT NOCTPOSHHUS TOIOJOTHYECKUX BEK-
TOPOB HE 3aBHCUT OT PACIOJIOKEHHUS KOHTPOJBHBIX TOUEK U yUUTHIBAET UX BO3MOXKHBIE MYyTallUy,
YTO yBEIWYMBAECT CTAOWJILHOCTH INpelaraeMoil MareMaTH4ecKoi mopenu. JlomoHUTEeNBHO cTa-
OMIBHOCTH MOJIENN O0ECIIeYHBaCTCs MMyTeM OObEAMHEHUS! 0a30BBIX TOTIOJIOTHYECKHX BEKTOPOB, I10-
CTPOEHHBIX ISl BCEX KOHTPOJBHBIX TOYEK M I'PEOHEBBIX JIMHUM, B PACIIMPEHHBIH TOMOJIOTMYECKUI
BeKTOp. Takoe MpeACTaBICHUE TO3BOJSIET 3HAUNTEIBHO YMEHBIIUTD pa3Mep MabjIoHa M ONTHMH3H-
pOBaTh MCHOIB30BaHNE MaMATH. J[JI CONMOCTAaBIEHHUS OTHEYATKOB B IPeUIaracMoil MOAEIH MpuMe-
HSIETCS] TPHAHTYJSIIUsA JlenoHe, KoTopasi CTPOUTCS Ha 0a3e CHHCKa MOCTPOSHHBIX TOMOJOTHMYECKUX
BeKTOpOB. C MOMOIIBIO TPHAHTYISIIUH ONpenesitoTcs 112 BO3MOXKHBIX KIIACCOB IUIST TOTIOJIOTHYE-
CKHX BEKTOPOB. Takoi MOAX0 ] MO3BONISAET YBEINIUTE CKOPOCTh HAaeHTHuKamu 10 10 pa3 mpu co-
XpaHeHHH ee TouHocTu. [IpeanoxkeHHas KiaccupUKanys Ha OCHOBE TPHAHTYSIIUH JlenoHe yCToH-

YKBa K MOBOPOTaM U CMEICHUIO H300paXKEeHHUH.
Kniouegvie cnoea: wabnon omneuamka nanvya, mpuaneyiayus /Jenone, KOHMpoabHAs MOYKA,

MOOeb MONONO2ULECKUX BEKMOPOL.
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